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> Section 1

Distilling & Debunking Al Assumptions

Across Australia's asset-intensive industries, discussion
about Artificial Intelligence oscillates between optimism
and uncertainty. Executives recognise its potential

to drive efficiency and reliability but remain wary of
unintended consequences - including impacts on safety,
jobs, trust, and the risk of creating additional complexity
or work that fails to deliver a clear return on investment.

The first step toward mature adoption is reframing
what Al actually means for industry - Al does not
replace expertise - it amplifies it.

Automation has long accompanied engineering evolution
- from computer-aided design to predictive maintenance
- yet the purpose has never been replacement, but rather
enhancement.

Across sectors, real-world experience shows that well-
designed Al can eliminate repetitive administrative work,
reduce fatigue, and enable specialists to focus on higher-
value problem-solving and innovation.

At the same time, leaders must challenge the notion that
"Al" is a single technology. There is a critical difference
between Al Solutions vs Solutions with Al.

Al Solutions - purpose-built systems
trained on operational data to address
specific industry problems; and

Solutions with Al - existing software
augmented with machine-learning
features for incremental efficiency.

Understanding this distinction is vital for company boards
and transformation leaders as they make investment
decisions.

The most successful deployments are operationally
grounded - built from data that reflects the reality of
assets, people, and processes. These systems use
machine learning, computer vision, and predictive
analytics to improve safety, reliability, and productivity.

Broader evidence supports this view: the CSIRO’s “Al
Roadmap™ and the National Al Centre’s Responsible Al
Network? both emphasise human-centred design and
transparency as foundations of trust. The message is
consistent: Al should improve jobs, not remove them -
and the organisations that design with that principle will
unlock both productivity and workforce acceptance.

> Section 2

Defining the Al Landscape

2.1 Al vs Copilot

The arrival of conversational Al chat-bots has
demonstrated how generative Al can democratise
knowledge work, automating tasks such as drafting and
summarising information.

But in industrial environments - where data comes from
sensors, control systems and telemetry - these generalist
models can quickly meet their limits.

Industrial Al requires domain-specific models trained on
operational data that reflect the physics of assets and
the variability of processes. As the OECD Principles on
AP® and Australia’s Safe and Responsible Al Framework
(2024)* highlight, systems used in safety-critical sectors
must be explainable, traceable and accountable.

While Al assistants - often delivered through
conversational chat interfaces - typically sit on top of
enterprise systems, industrial Al must be embedded
within them - integrated asset data, engineering
workflows and frontline decision-making to support
real-time, operational outcomes.

With regulators such as the European Union classifying
many industrial Al applications as “high-risk Al systems”
under the EU Al Act (2024), explainability and human
oversight are no longer optional - they are prerequisites
for deployment.®

,,,,,,,,,,,,,,,,,

Australian regulation is moving in the same direction.
The Government's Voluntary Al Safety Standard (2024)°
and the consultation on Mandatory Guardrails for Al in
High-Risk Settings (2024)" both identify transparency,
traceability, and meaningful human oversight as essential
safeguards for responsible Al use.

1. https://www.csiro.au/en/research/technology-space/ai/artificial-intelligence-roadmap

2. https://www.industry.gov.au/national-artificial-intelligence-centre/responsible-ai-network
3. https://oecd.ai/en/dashboards/ai-principles/P7

4. https://www.industry.gov.au/publications/voluntary-ai-safety-standard

5. https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
6. https://www.industry.gov.au/publications/voluntary-ai-safety-standard

7. https://consult.industry.gov.au/ai-mandatory-guardrails

THE Al BLUEPRINT | A Guide for Adopting and Industrialising Al <

Together, these frameworks signal a shift from principle
to practice: systems operating in safety-critical
environments must be not only technically robust but
also explainable, accountable, and human-centred
throughout their lifecycle.

Ultimately, the value of Al is determined not by the
sophistication of the technology, but by how well it is
integrated with human practice to support complex
decision-making. In safety-critical environments, this
human-technology integration underpins trust, adoption
and long-term value.

2.2 The Assistive-Agentic Spectrum

Al in critical industry is evolving along a maturity curve
that parallels broader organisational capability.

Ad hoc Al - Addresses localised
problems through informal,
non-governed use of Al by
individuals or teams.

Assistive Al - Supports human
decisions. Examples include
predictive models that flag potential
equipment failures or identify high-
risk maintenance tasks.

Agentic Al - Acts semi-
autonomously within defined
guardrails, prioritising work
orders or adjusting operating
parameters in real time.

8. https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
9. https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
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Most Australian organisations today operate in the
assistive phase. The shift to agentic Al - where systems
act and learn within clear, defined, governed boundaries -
will define the next phase of digital transformation.

Both depend on robust data governance: clean,
structured, and secure information pipelines that
connect IT and OT (operational technology). Without
that foundation, even advanced algorithms remain
academic exercises.

McKinsey's State of Al (2025) report finds that only a
small proportion of organisations have progressed to
full Al maturity and are achieving superior business
outcomes.® Organisations with strong foundational data
and governance capabilities are significantly more likely
to realise measurable returns on their Al investments.

This reinforces a central insight: real-world Al outcomes
are driven by the maturity of data architecture, not the
sophistication of algorithms.

Globally, regulators are moving to enforce this discipline.
The EU Al Act® and emerging Australian frameworks
emphasise explainability, traceability, and accountability
- signaling a convergence between digital governance
and the assurance standards that have guided industrial
engineering for decades.

For boards and the executive, the lesson is simple:
Al maturity is data maturity. The strength of your
governance determines the reach of your intelligence.
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> Section 3

Turning Al Theory into Industrial Reality

Making Al real - from research to production

Globally, only a small proportion of organisations

report measurable financial impact from Al initiatives,
highlighting the persistent gap between experimentation
and enterprise-scale adoption.® Research from
McKinsey's State of Al (2025) indicates that while
investment continues to accelerate, relatively few
organisations are realising earnings improvements from
generative Al at scale. The challenge is rarely technical;
it lies in integration, data reliability, business alignment -
and the absence of a clearly defined tolerance for risk.

In industrial settings, many organisations invest in Al
without first determining what level of operational, safety,
regulatory or financial risk is acceptable. Without this
clarity, initiatives are often paused or abandoned once
uncertainty emerges, resulting in high sunk costs and
limited learning.

Across Australia, the majority of organisations remain
in the pilot phase of Al adoption, with 62 percent yet to

move projects into full-scale implementation. Research
from Kyndryl's 2025 Readiness Report indicates that
while investment in Al has risen sharply, most companies
continue to face barriers such as fragmented data
systems and limited governance maturity."

The pattern is clear: scaling Al requires consistent data
governance, strong data foundations, and operational
buy-in. Organisations that start with focused, measurable
use cases that align with a business's existing strategy
and KPlIs, build momentum faster - moving from proof-of-
concept to proof-of-value and laying the groundwork for
broader transformation.

What is often missing at this stage is a clear definition of
acceptable risk. In industrial environments, organisations
frequently invest in Al without first determining the level
of operational, safety, regulatory or financial risk they are
willing to accept. As uncertainty emerges, initiatives are
paused or abandoned, leading to high sunk costs and
limited learning.

To address this gap, XDNA's Al Trust & Assurance

Model provides a practical framework for aligning risk
appetite, governance and investment decisions by clearly
classifying Al initiatives based on maturity and intent.

Proof of Concept - Cutting-edge ideas with

high potential value if successful, but limited
operational or market evidence. These initiatives
carry higher risk and are designed to be assessed
early, with clear criteria for continuation or exit.

Proof of Value - Solutions that are proven to
work but require additional oversight, monitoring
and governance to ensure value is sustained.

At this stage, transition planning toward
industrialised deployment becomes critical.

Industrialised Solution - Proven, governed
solutions embedded within operations, with
a clear path to sustained value, assurance
and scale.

10. https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai
11. https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/ai-readiness-report.pdf
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3.1 Classification and Automation -
Creating Time for Higher-Value Work

Maintenance and procurement teams spend thousands
of hours each year reconciling spreadsheets and
classifying data. The opportunity cost is significant: every
hour spent coding work orders is an hour not spent
improving reliability.

Automating these repetitive processes is often the first
practical step in scaling Al. In one deployment, large-
language models trained on operational logs reduced
classification effort by more than 100 hours per month.
More importantly, they created consistent, structured
data - the raw material for predictive insight and
performance benchmarking.

This trend reflects what analysts describe as the "early-
value zone" of industrial Al. Gartner’s Top Trends in Al
for Operations and Supply Chains (2023)? identifies
classification and document automation as among the
highest-ROI entry points, typically achieving measurable
time savings of 70-90 percent in the first 12 months of
deployment.

Automation also underpins governance. Standardised
data labelling improves traceability and quality control

- essential for compliance under emerging frameworks
such as the EU Al Act (2024)" and Australia's Voluntary
Al Safety Standard (2024)". Structured, auditable data
gives Al models a trustworthy foundation and enables
consistent decision-making across operations.

The principle applies widely: start with the simple,
scalable problem that touches everyone. Automation
isn't the destination - it's the foundation for everything
that follows.

>.DNA
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Al delivers more
than efliciency - It
safeguards continuity.

3.2 Predictive Maintenance and Prescriptive
Modelling - Turning Data into Foresight

Traditional maintenance is reactive and preventative:
fix it when it breaks or front-load inspection well before
failure occurs. Predictive maintenance shifts the focus
to anticipation - using data to identify when failure is
likely and intervening at the right moment. Prescriptive
maintenance goes further - recommending what action
to take and when.

Across sectors, early adopters are demonstrating similar
outcomes. For instance, within one national rail network,
a Problem-Cause-Remedy (PCR) classifier model trained
on ten years of maintenance records will be implemented
to classify future work orders automatically - reducing
manual review time from more than 140 hours per month
to minutes, with transparency and confidence scoring.

The value wasn't headcount reduction - it was knowledge
capture and expert assistance. By embedding expert
reasoning into the model, the organisation created

a repeatable, transparent process that performs the
majority of classification work, freeing up scarce
engineering capability for higher-value tasks. This
approach preserves human expertise even as the
workforce changes. Similar models are now being
adopted across most critical industries and in fields such
as reliability, safety and systems engineering, where asset
reliability and workforce continuity are mission-critical.

Global research reinforces the impact. McKinsey’s Global
Al Survey (2023)* found that maintenance and quality
control deliver the highest median ROI of all industrial

Al applications, while PwC's Digital Operations Survey
(2023)" identifies predictive maintenance as the top
digital investment priority for asset-intensive sectors.

For leaders, the strategic takeaway is that Al delivers
more than efficiency - it safeguards continuity. In
industries facing an ageing technical workforce, codifying
expert insight through Al ensures operational resilience,
safety, and knowledge transfer to the next generation

of operators.

12. https://www.gartner.com/en/newsroom/press-releases/2023-05-10-gartner-reveals-the-top-supply-chain-technology-trends-for-2023

13. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689
14. https://www.industry.gov.au/publications/voluntary-ai-safety-standard

15. https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-2023-generative-ais-breakout-year

16. https://www.pwc.com.au/operations/digital-operations.html
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3.3 Operator Assistance in Mining
- Human-in-the-Loop Intelligence

Mining environments are defined by variability - ore
grade, humidity, temperature, and even shift-to-shift
variations in operator experience. Together these factors
impact mineral recovery and production consistency.
Agentic Al systems are increasingly used to stabilise this
variability by recommending optimal settings and guiding
decisions in real time while keeping operators in the loop.

Crucially, these systems rely on explainable Al, where the
factors and steps underpinning each recommendation
are logged and presented to operators. By removing the
“black box" nature of Al decision-making, explainability
builds trust, supports accountability and accelerates
adoption in operational environments.

These applications are already delivering measurable
impact. In one mineral sands operation, production
consistency between shifts improved significantly after
Al-driven recommendations were introduced. Each
recommendation was accompanied by an explainability
layer, allowing supervisors to validate decisions and
maintain human oversight.

This approach which is often described as ‘human-in-
the-loop' intelligence is critical to adoption. Independent
analyses from the World Economic Forum highlight
that explainable recommendations materially improve
operator trust and performance in manufacturing
settings, with experts overriding correct Al advice three

times more often when no explanation is provided.
Governance guidance from the WEF, OECD and
Australia's Voluntary Al Safety Standard likewise elevates
transparency and human oversight as prerequisites for
responsible use.

For industry leaders, Al will only scale when operators
trust its insights and that trust depends on human-in-the-
loop design.

3.4 Safety, Risk and High-Value Assets -
From Prevention to Prediction

Safety has always been the defining metric of operational
excellence. Al is now extending that frontier by identifying
risks long before they manifest.

Across sectors, organisations are using Al-driven
monitoring to detect anomalies earlier and improve
system resilience. In rail, for example, pantograph-
condition monitoring applies multi-layered algorithms
to flag subtle changes in wear patterns before escalate
into critical faults, such as overhead wire entanglement,
that can trigger significant network-wide outages. In
energy systems, predictive models are used to identify
precursors to battery thermal runaway, allowing
maintenance teams to intervene before temperature
thresholds are breached.

These are not speculative pilots - they are operational
systems delivering measurable reductions in downtime,
maintenance cost, and risk exposure. Research from
McKinsey & Company highlights that predictive
maintenance and quality control remain among the most
mature and impactful industrial Al applications, helping
operators reduce unplanned downtime and strengthen
asset resilience.”

Industry regulators are also recognising Al's role in
proactive safety management. The Office of the National
Rail Safety Regulator'® and Safe Work Australia' have
both explored the use of digital analytics and machine
learning to strengthen evidence-based safety assurance
and risk reporting. The direction of policy is shifting
towards a model where Al complements, rather than
replaces human judgment and engineering discipline.

For leadership teams, the implication is that Al should
be approached as a new layer of defence - augmenting
human oversight and traditional controls. As governance
frameworks mature, explainable, data-driven safety
systems will define the next standard of operational
excellence.

17. https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-2023-generative-ais-breakout-year

18. https://www.onrsr.com.au/

19. https://www.safeworkaustralia.gov.au/about-us/corporate-publications-and-resources/ai-transparency-statement
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3.5 Situational Awareness and Incident
Playback - Redefining Response Time

When operational incidents occur, the delay between
event and insight can be critical. Many organisations

still spend days extracting, reconciling, and validating
telemetry data before they can act - time lost that directly
impacts safety, service continuity, and public confidence.

By connecting Al directly into telemetry and event

data, investigations that once required several full-time
expert staff days can now be completed within minutes.
Engineers can replay events in sequence to understand
exactly what happened, when, and why - transforming
hindsight into foresight, faster.

This capability also drives continuous learning. Each
investigation enriches the underlying dataset, enabling
faster root-cause analysis and progressively improving
predictive accuracy across assets and systems. The
outcome is not just speed, but a more transparent,
auditable decision-trail - an increasingly important
expectation in regulated industries.

From an executive viewpoint, this marks a shift from
reactive safety reporting to predictive governance,
enabling a shift from compliance-based monitoring to
real-time oversight.

National frameworks in Australia, such as Safe Work
Australia’s data-driven safety statistics and the ATSB's
transport incident efficiency programs, are increasingly
emphasising proactive risk monitoring and real-time
incident learning as indicators of mature operational
governance.?*?' For leadership teams, the faster an
organisation learns from incidents, the safer it becomes
- reducing exposure to operational risk and improving
overall resilience.

3.6 Engineering Traceability and
Compliance - Confidence by Design

Major infrastructure projects depend on robust
information governance. To deliver assured outcomes,
project teams must demonstrate that every requirement
can be traced to design evidence, construction records,
testing data and final handover documentation.

In Australia, government agencies are defining the
frameworks that make this traceability possible. The
Austroads AGDE-24 Guide to Digital Engineering®
sets out national principles for structured information
management and governance across transport

20. https://www.safeworkaustralia.gov.au/media-centre/news/key-work-health-and-safety-statistics-2024

> DNA
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. Compliance then

shifts from being a
reporting obligation into

a strategic enabler of trust,
transparency and
performance.

and infrastructure projects, supported by common

data environments (CDEs) and consistent metadata
standards. Transport for NSW's Digital Engineering
Framework? builds on these principles, aligning with
ISO 19650 to ensure information is created, reviewed and
shared in a controlled, auditable manner.

While developed for the broader transport portfolio, these
frameworks have informed practice across rail as well as

other sectors such as energy and resources, where long-
life assets demand the same level of data discipline.

Within these structured environments, Al can act

as an intelligent assurance layer - cross-referencing
requirements against document repositories, identifying
missing evidence, and maintaining an auditable trail
across design, construction and operation. The result

is not automation for its own sake, but greater clarity,
consistency and confidence in compliance outcomes.

Traceability is also a governance issue. Standards such as
AS ISO 37301 2023 Compliance management systems

- Requirements with guidance for use highlight the
importance of documented obligations, responsibilities
and approvals to demonstrate due diligence.?
Embedding Al within these structured workflows enables
continuous verification, ensuring compliance artefacts
remain current and audit-ready at every stage of delivery.

For leaders in rail, utilities and other asset-intensive
industries, Al presents the opportunity to leverage data
that is structured, governed, and managed through CDE-
based workflows to enable an assurance transformation
from periodic checks to continuous, evidence-based
confidence. Compliance then shifts from being a
reporting obligation into a strategic enabler of trust,
transparency and performance.

As Al takes on a growing role in assurance and
compliance, the next challenge is sustaining that
trust at scale. Traceability creates transparency, whilst
governance ensures it endures.

21. https://www.anao.gov.au/work/performance-audit/efficiency-investigation-transport-accidents-and-safety-occurrences
22, https://austroads.gov.au/__data/assets/pdf_file/0044/698597/AGDE-24_Guide_to_Digital_Engineering.pdf
23. https://www.ransport.nsw.gov.au/system/files/media/documents/2022/Digital-Engineering-Framework-v4.0.pdf

24, https://unisenseadvisory.com/iso-37301-compliance-management/
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> Section 4

Governance, Guardrails
and Data Readiness

Australia's Safe and Responsible Al Framework calls for
explainability, fairness and auditability. These are not
ideals but operational necessities for infrastructure and
utilities operators.?®

In practice, governance means lifecycle control of
every model - knowing the data it uses, tracking its
decisions, recording retraining events, and ensuring
human oversight at every stage. Explainability and
audit trails are fast becoming the baseline for regulatory
acceptance, reinforced by emerging standards like ISO
42001 Information technology - Artificial intelligence -
Management system.?

Data readiness underpins every successful deployment.
Across industries, poor data quality (such as missing
timestamps, inconsistent taxonomies and ungoverned
spreadsheets) remains the biggest barrier to scale.
Agencies such as the Digital Transformation Agency
(DTA)?” and the Office of the National Data Commissioner
(ONDC)?® emphasise that data stewardship and
controlled sharing are prerequisites for trustworthy Al

At the same time, the spread of ungoverned generative
tools - often described as “"Copilot chaos” - introduces

25, https://www.industry.gov.au/publications/voluntary-ai-safety-standard
26. https://www.iso.org/standard/42001

27. https://www.dta.gov.au/media-releases/dta-releases-new-guidance-australian-government-use-public-generative-ai-tools
28, https://www.datacommissioner.gov.au/

29. https://www.microsoft.com/en-us/worklab/work-trend-index/copilot-early-findings
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Digital governance Is

no longer a 'good practice
t's the licence to operate

N an Al-enabled world.

new risks, from data leakage to inconsistent decision-
making. Research such as Microsoft’s Work Trend
Index highlights the rapid uptake of Al tools outside
formal governance structures, reinforcing the need for
clear guardrails around approved use, ownership and
validation of Al outputs.?®

Responsible Al is not a technology policy; it's a culture
of accountability. The most mature organisations

pair technical governance with human judgement -
recognising that transparent, well-managed systems
elevate performance and strengthen trust.

At XDNA, governance is underpinned by enterprise-
grade assurance frameworks. As part of Downer, XDNA
operates within certified quality, safety, environmental
and information security management systems, ensuring
Al solutions are developed, deployed and maintained in
line with internationally recognised standards for risk,
security and accountability.

X
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> Section 5

The Human Factor -
Data Scientists in Hi-Vis

Technology alone cannot
deliver transformation

Success depends on people - their trust,
capability and willingness to adapt.

As automation reshapes work, digital skills are becoming
a critical driver of competitiveness. Australia’s Digital
Pulse 2025 highlights widespread shortages in areas
such as digital literacy, cybersecurity and systems
architecture, with organisations that invest in upskilling
realising significantly stronger productivity gains and a
greater ability to adopt emerging technologies. The report
reinforces that building digital capability - supported

by responsible governance and human judgement - is
essential to improving trust, performance and acceptance
of Al-enabled systems across the workforce.*°

30. Australian Computer Society. (2025). Australia’s Digital Pulse 2025. Deloitte Access Economics.
Retrieved from https://www.acs.org.au/campaign/digital-pulse.html
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This need for connected capability is already visible
across Australia’s asset-intensive sectors. In projects
where Al and analytics are embedded directly into field
operations, the divide between “digital” and "on-the-
ground” teams starts to dissolve.

At XDNA, this integration is described as “data scientists

in hi-vis" - technical specialists working shoulder-to-
shoulder with operators so insights are immediately

usable. It's a model that turns data from an abstract

output into a shared language for decision-making "
and improvement. '

This demonstrates that Al transformation
is a people project with a technology
backbone. Organisations that
co-design solutions with their
workforce and communicate
clearly how decisions are
made and governed, will
sustain adoption long after
pilots end - and company
boards and executives
should take note accordingly.



> Section 6

Blueprint for Adoption

Turning Al ambition into operational
reality demands more than hearty
enthusiasm - it requires structure.
Many organisations stall between pilot
and production because they lack a
repeatable path that links vision to
measurable outcomes.

The process outlined is intuitive and the
value comes with the practices and tools
to drive efficiency through these steps

- delivering a speed to value outcome.
Executed together, this approach creates
the conditions for sustainable change:
trusted data, clear governance, and
empowered people. Organisations that
follow this progression move faster,
de-risk adoption, and unlock the full
value of Al - not as a project, but as a
capability woven into ways of working.

XDNA has used this structured approach
to deliver Al-enabled improvements
across asset-intensive industries - rail,
mining, social services, utilities - proving
that responsible adoption is as much
about process and people as it is about
technology.

The following XDNA blueprint distills
the steps proven to move teams from
curiosity to capability, translating Al
from research into results.

12
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Assess Readiness:
Data, Systems and Risk

Evaluate current systems, data quality,
accessibility and security. The maturity
of these foundations determines

how far Al can go.

Identify High-Value Use Cases

Start where impact is clear and
measurable - such as classification,
predictive maintenance and assistive
decision support. Use cases must align
with organisational strategy and KPls,
and deliver tangible operational value.

Governance and Guardrails

Define accountability, model-management
practices, and ethical boundaries. Strong
governance ensures transparency,
explainability and appropriate human
oversight across the Al lifecycle.

Build, Pilot and Prove Value

Develop scalable data pipelines and pilot
solutions in controlled environments.
Measure outcomes, learn quickly and
refine models before expanding into
broader operations.

Embed, Upskill and Scale

Integrate Al into daily workflows, upskill
teams to act confidently on insights, and
scale successful solutions with continuous
monitoring and improvement.
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> Section 7

Measuring Success -
From Outcomes to Impact

Properly measuring the impact of Al adoption
requires success to be defined from the outset.

For asset-intensive industries, the metrics go
beyond model accuracy or speed. True success
is measured through sustained improvements
in reliability, safety and decision quality, largely
supported by evidence of workforce trust and
operational adoption.

0
010100117
000101007

31. https://www.industry.gov.au/publications/voluntary-ai-safety-standard
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Organisations that benchmark
performance before deployment
and monitor outcomes over time
can demonstrate value in three
dimensions:

Operational performance:
Measurable reductions in downtime,
rework and unplanned maintenance.

Governance maturity:
Transparency, auditability and
adherence to safety and data-
integrity standards.

Human factors:

Confidence, engagement and
productivity among employees
using Al-enabled systems.

These indicators align with the
performance measures outlined in the
Australian Government's Voluntary Al
Safety Standard (2024), reinforcing
that success is as much about
accountability and adoption as it is
about innovation.®

L
&
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> Section 8

XDNA and Downer: Trust, Security
and Governance by Design

XDNA solutions are delivered within Downer's enterprise
governance environment, designed for safety-critical and
regulated industries.

Downer maintains internationally recognised
certifications across quality, safety, environment and
information security, providing assurance that data,
systems and Al models are managed responsibly
throughout their lifecycle.

In addition, Downer has established a formal Al
governance framework, including a Generative Al Policy
and Safe Use Standard, to ensure Al technologies

are applied ethically, securely and with appropriate
human oversight, aligned to risk profile and regulatory
expectations.

1S09001:2015
Quality Management

1SO14001:2015
Environmental Management

ISO/IEC 27001:2013

Information Security Management

1SO45001:2018
Occupational Health & Safety

IRAP Assessed
Secure Solutions

XDNA in Practice -

Turning the Blueprint into Action

Every principle in this paper is already being applied in

the field through XDNA.

Built at the intersection of engineering and digital
innovation, XDNA helps asset-intensive organisations
move from data to decisions faster - simplifying
operations, improving safety, and unlocking measurable
value across the asset lifecycle.

Downer's heritage gives XDNA something few digital
businesses can claim: a team drawn from the industries
it serves. Many of its data scientists, engineers and field
specialists have worked inside rail, mining, utilities and
essential services operations. That real-world perspective
ensures every solution is grounded in operational reality -
designed for performance, not experimentation.

XDNA delivers impact across four core focus areas:

> Integrated Asset Management - improving asset

reliability and availability by connecting maintenance,
planning and performance data.

> Operational Intelligence - unifying disparate systems

and sensors into one view through platforms such as
Neuroverse, TrainDNA and DASH, providing clarity
where it counts most.

> Industrial Al - using machine learning, predictive

analytics and agentic Al to detect faults earlier, reduce
manual effort and enhance safety outcomes.

> Future Work Solutions - equipping frontline teams

through augmented-reality work instructions, robotics
and digital collaboration tools that improve safety and
efficiency.

This combination of engineering rigour, applied Al and

human-centred design is what enables XDNA to turn The

Al Blueprint into reality - delivering outcomes in weeks,

not years, and helping industries move confidently from
concept to capability.

All XDNA solutions are delivered within Downer's

certified enterprise governance, security and safety

frameworks, ensuring Al is applied responsibly across

regulated and safety-critical environments.

Al XDNA solutions are delivered within Downer's
certified enterprise governance, security and safety  —_—"

frameworks, ensuring Al is applied responsibly
across regulated and safety-critical environments,
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> Section 9

Conclusion

The Next Wave of Industrial Intelligence -
From Curiosity to Capability

Artificial Intelligence is not an experiment at the edge of
industry - it is becoming the connective tissue between
people, assets, and decisions.

The challenge for leaders is no longer whether to use Al,
but how to embed it responsibly, visibly, and at scale.

The last decade was defined by digital transformation.
The next will be defined by digital trust.

As regulation catches up, as workforce expectations
change, and as data becomes the most valuable
operational resource, the organisations that succeed will
be those that treat Al not as a technology initiative but
as a strategic capability woven into the fabric of their
organisation.

The insights shared throughout this paper highlight
three simple truths:

> Governance is the foundation of confidence.
> Data quality is the fuel of intelligence.

> People are the constant source of
resilience and creativity.

The next
decade will
be defined by

digital trust

>.DNA

.
by Downer

When these three elements align, Al stops
being a project and becomes part of how an
organisation thinks, learns, and evolves.

Across Australia's core industries, this shift is already
underway. Rail operators are turning real-time data

into predictive foresight. Utilities are building resilience
through early fault detection. Mining and manufacturing
leaders are equipping their people with human-in-the-
loop intelligence that stabilises output and

strengthens safety.

This is the next wave of industrial

intelligence - a world where decisions are faster,
evidence-based and transparent; where digital and
human expertise work in unison to create systems
that learn as they perform.

For XDNA, this alignment of governance, data and
people is the foundation of every deployment. It's
how industrial Al delivers efficiency as well as trust,
transforming operations from reactive to predictive,
and insight into action.

For leaders, the imperative is to remain solution (not-
tech) focussed, stick to reality (not get lost in the hype),
build governance, invest in people enabled by platforms,
and measure progress not by pilots launched, but by
confidence earned and industrialised outcomes.
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We'd love to chat and help.

For more information:
hello@xdna.com.au

xdna.com.au



